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RISKS OF ANONYMOUS PAYMENTS
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ANONYMITY IN BITCOIN
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FISTFUL OF BITCOINS [MPJLMVS'13]

Problem: Users or services can use many addresses
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Solution: Develop heuristics to form address clusters that
represent distinct entities

Problem: Still don't know who is who
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Solution: Collect ground truth data by participating in transactions
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RISKS OF ANONYMOUS PAYMENTS

ONLINE DRUG SALES “CYCLE THEFT” [HDM+’14]
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REAL-WORLD BITCOIN TRACKING

Prosecutors Trace $13.4M in Bitcoins From the Silk
Road to Ulbricht’s Laptop

The Imperfect Crime: How the
WannaCry Hackers Could Get
Nabbed
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ANONYMITY IN ZCASH [KYMM’18]

Zerocash: Decentralized Anonymous Payments from Bitcoin
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s Edward Snowden @

Vitalik Non-giver of Ether & T @ i y
@VitalikButerin \_Tolow )

Agree. Zcash's privacy tech makes it the

most interesting Bitcoin alternative. Bitcoin is

great, but "if it's not private, it's not safe.”

Replying to @JBTheCryptoKing @ANON_WeAreANON

> Do you comment on coins besides ETH? |

was curious > =~

Mason & Co. @masonic_tweets

I do Sometimes @anShCO iS COOI Zcash is the only altcoin (that i know of) designed and built by professional and

academic cryptographers. Hard to ignore twitter.com/steven_mckie/s...
1:58 PM - 10 Aug 2018

9 Retweets 61 Likes e & @ ‘ ‘ DOC 6’ =2 4,%/»

4:23 PM - 28 Sep 2017

1,764 Retweets 3,717 Likes (8 I<.
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HOW DOES ZCASH WORK?
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HOW DOES ZCASH WORK?Y
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INTERACTIONS IN ZCASH
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T-TO-T ADDRESS CLUSTERING

Same structure as Bitcoin, so can just repeat Bitcoin analysis

(clustering + tagging)

Service Cluster # deposits # withdrawals
Binance 7 | |
Bitfinex 3 4 1
Bithumb 14 2 |
Bittrex | | |
Bit-z 30 2 1
Exmo 4 2 |
HitBTC 18 | 1
Huobi 26 2 1
Kraken 12 | |
Poloniex 0] q | 1
ShapeShift 2 1 1
zcash4win 139 1 2

smaller number means bigger cluster



INTERACTIONS IN ZCASH
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just like in Bitcoin,

dominated by exchanges
(by far most heavily used)
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-TO-Z TRANSACTIONS

possible that only a small number of users make transactions
(based on irregular patterns)
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-TO-Z TRANSACTIONS

possible that only a small number of users make transactions
(based on irregular patterns)
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first spike is 17% of all transactions



INTERACTIONS IN ZCASH
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(by far most heavily used) (but almost never used)



INTERACTIONS IN ZCASH
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DEPOSITS AND WITHDRAWALS

pool seems used largely as a “pass-through” mechanism
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DEPOSITS AND WITHDRAWALS

pool seems used largely as a “pass-through” mechanism
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but who are the people making these transactions?



TYPES OF ZCASH USERS

Miners get 12.5 ZEC per block mined
Founders get 2.5 ZEC per block mined (“founder’s reward”)
All newly mined coins must go into shielded pool immediately

Others are individual users and services



DEPOSITS
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proportions correspond with rewards given to miners/founders



WITHDRAWALS
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no obvious reuse of the same addresses...



WITHDRAWALS: BEFORE AND AFTER
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...but via custom heuristics we can shrink the anonymity set by 69.1%



BEHAVIOR OF FOUNDERS

# Deposits  Total value # Deposits (249)

1 548 19,600.4 0
2 252 43.944.6 153
3 178 44.272.5 177
4 192 44,2725 176
5 178 44.272.5 177
6 178 44.272.5 177
7 178 44,2725 177
8 178 44,272.5 177
9 190 44.272.5 176
10 188 44,2725 176
11 190 44,272.5 176
12 178 44,272.5 177
13 191 44.272.5 175
14 70 17,500 70

Total 2889 5680425 / 2164

/

also reqular in terms of value (249.999 ZEC)
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withdrawals of amount 250.001 ZEC



HEURISTIC FOR FOUNDERS

Heuristic
Any z-to-t transaction carrying 250.001 ZEC in value is done
by the founders

False positive risk?
Only five deposits ever of approximately 250 ZEC that didn’t
come from the founders



BEHAVIOR OF MINERS

miners naturally form mining pools
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HEURISTIC FOR MINERS

Heuristic

If (1) a z-to-t transaction has over 100 output t-addresses
and (2) one of them belongs to a known mining pool, then all
non-pool output t-addresses belong to miners

False positive risk?
The inclusion of a mining pool address makes it unlikely to be
a transaction not related to miners



WITHDRAWALS: BEFORE AND AFTER
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...but via custom heuristics for founders and miners
we can shrink the anonymity set by 65.6%



WITHDRAWALS: BEFORE AND AFTER

— even for ‘others’ we can link transactions based on value,

capture 28.5% this way (an additional 3.5%)
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...but via custom heuristics for founders and miners
we can shrink the anonymity set by 65.6%



INTERACTIONS IN ZCASH

trivial to identify can often (69.1%) link back
founders and miners to deposits via heuristics
1 2\ ’/
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just like in Bitcoin, no obvious methods of
dominated by exchanges de-anonymization

(by far most heavily used) (but almost never used)



CONCLUSIONS

Anonymity is a subtle issue: bad actors should not be able to

get away with misbehavior and good actors should be able to
avoid surveillance

Need to explore it from both sides
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THANKS!
ANY QUESTIONS?



